Using Conte xt-Based Correlation in

Networ k Operations and M anage me nt

Louis Perrochon, Stanford Universit y perrochon@pavg.stanford.edu

Abstract

Network operation consists to a large degree ofreaction to activit ies happening in the network. Better knowledge o fthe network at anyt ime allo ws more appropriate reactions. On the example ofintrusion detection, we show how context-based corr e - lat ion ofsuch act ivit ies can provide a more detailed view o fthe network in shorter time. We first present how we model context and then descr ibe the architecture of the Stanford Univer sit yCEP context-based correlator. Correlat ion is specified as event patterns in a declarat ive language that allows us to specify what needs to be detected, instead ofspecifying how it should be detected. CEP introduces the co n - cept ofcausalcontext to intrusion detection. The correlator is able to process events on- line, as theyare generated and it can be reconfigured at dynamically. We then show how it increases detection rate, reduce false alar ms, and detect large-scale a t - tack pattern at an early stage.

Keywords: Network operations and management, correlat ion, root cause analys is, intrusio n detection.

1 Intr oduc tion

As organizat ions build ever- larger computer networks, secur it yhas beco me an increasingly impo r - tant issue. The growth ofthe Internet has resulted in an increase in the size ofindividualnetworks as well as an increase in the vo lume oftraffic flo wing through the network. As system log files have grown to contain gigabit s ofdata, it has beco me almost impossible to manually trace through log files to detect attempts at intrusion act ivit yor other secur it yvio lat ions. This has given r ise to a need for software tools that automate network monitoring for securit yintr u sio ns [1, 2] [3-7] .

T ypically, these tools gain knowledge o fthe target systembased on individual events that denote the target system´s activit ies. When mult iple events are considered at the same t ime we call the pr o - cess correlation . Correlation allows us to deduce knowledge beyo nd what is in the individual events. Context-based correlation considers the context ofevents, including their temporaland causalrelat ions to each other. The Stanford Universit y CEP correlator models relat ions between activit ies as partiallyordered sets ofevents. Partial orders are a natural modelo factivit y in asy n - chronous distr ibuted systems that may not have a centralclock or a single thread ofcausalit y. In this article we descr ibe the CEP correlator and its application to network management in generaland intrusio n d e tection in particular.

Some ofthe results we achieved by using context-based correlat ion are:

· False Alarm Reduction: Alar ms that are not subsequent lyconfir med by another alar mmaybe false or irrelevant. As an example, denialo fser vice attacks maybe used to create a diversio n by flooding administrators with low pr iorit yalar ms to mask penetration attacks. Compared to the ongoing penetration, the denialo fser vice maybe irrelevant.

· Increased Detection Rate: Addit ional intrusions may be detected bydeduction fro mobser ved attacks. As an example, an obser ved act ion to gain root privilege indicates that the host has been compro mised before. Ifno penetration has been detected so far an undetected penetration is likely.

· Early Large-scale Attack Detection: A typical attack pattern goes from network-probing to creation ofdiversio n by denialo fser vice attacks, to penetration ofa cr iticalhost, and then to gaining root-access. Correlat ing the probing alerts with penetration alerts may detect ongoing attack patterns in ear lystages.

CEP has applications beyo nd intrusion detection. More generally, CEP provides on on-line ove r - view ofthe state ofthe network. Patterns ofevents that may lead to a failure (e.g. a DNS server having slower and slower response time) are detected as theyoccur. CEP provides immediate not i - ficat ion ofsuch condit ions. Because the context ofevents is maintained, user dr iven dr ill-down fro ma notificat ion message back to the root cause is possible. Automat ic pr ior it izing ofalerts and quick root cause analys is leads to reduced response time, higher up time and allows systemmana g - ers to quickly respond to criticalsitu a tions. CEP also allows automat ic response based on predefined rules.

Section 2 descr ibes co mplex correlat ion and our correlation engine. Section 3 and 4 descr ibe recent exper iment in intrusio n detection and network management in general. Sections 5 and 6 discuss r e - lated work, and future direct ions.

2 The Stanf ord University Eve nt Correlator

This sect ion starts out with our modelofcontext-based event correlation and descr ibes our approach to allow flexible configuration o fthe correlat ion. It then descr ibes the architecture ofour correlat ion engine.

2.1. Context-based Correlation

In order to understand complex systems and efficient lydealwit h co mplex patterns simple filters solely based on event content are not enough. CEP correlat ion algor ithms are based on ear lier work on CEP theory(e.g.

[8-11] ). The fo llowing aspects ofcontext are part ofCEP techno logyand are implemented in the Stanford Universit y CEP engine:

1. Event Context: Events are stored as complex objects together with their relat ionships to each other. CEP supports event relat ionships beyo nd time , e.g. causality : one event causes another. In today’s networked environments, events come frommult iple independent sources and not all events are ordered in respect to each other. Ifthe original implicit partialorder ofevents is r e - duced to a totalorder then infor mat ion is lost and non-determinism is introduced [8] . This is typicallythe case when activit y is logged to a log file. Thus we use partial orders to maintain the originalrelat ions.

2. Abstraction Hierarchies: These are useful for understanding a systemas theyvisualize levels of abstractions often used byhumans when thinking about complex systems. Hierarchies are i m - plemented bysequence o faggregation steps (called maps ) that create more and more abstract events, alldeduced froma basic source ofevents. The same mechanismcan be used to provide different views ofthe same systemto different users. The relat ion ofevents is maintained b e - tween different views.

3. Architecture Support: Complex systems have an architecture ofco mponents and connect ions between these components. This architecture maychange while the target system is execut ing

[12] . Often the architecturalcontext ofevents is relevant: A particular intrusion mayonly be d e - tected because an attacker replaced a specific secure connect ion with an insecure connect ion. Or a previouslyundetected penetration can be inferred because the only connect ion to a newly compro mised co mponent comes fro ma component that we thought was safe.

2.2. Dynamic Configu ration of Correlation

CEP queries are flexible and configurable at run time so the user can adjust themat anytime. This includes starting a new quer yagainst an ongoing event stream, that either considers only new events, onlyo ld events, or both. A for mal pattern language

[13] supports the construction of filters and maps

[14] . Filters and maps consist ofrules ofthe form if condition then statement . As a simple example, consider the fo l lowing rule:

PenetrationAttempt ( targetIP is ?h) ~ RootActivity( hostIP is ?h)

=> Escalation(target is ?h)

The pattern specifies that two events PenetrationAttempt and RootActivity together trigger ( => ) the creation ofan Escalation event. The value ofthe event parameters targetIP and hostIP is bound to the var iable ?host , and has to be the same in both trigger ing events. This value is also assigned to the target parameter ofthe new Escalation event.

Having a high levelevent pattern language allows for rapid configurat ion offilters and maps. Pa t - terns represent a declarative way ofspecifying what needs to be detected, instead ofspecifying how it should be detected. All filters and maps can be added, modified and removed at run time. Easy configuration is especiallyimportant for intrusion detection as po licies maybe site specific. Any intrusio n detection system must be tuned for its environment.

2.3. Event Processing Networks

CEP is component-based to allow a var iet yofdifferent components to process a broad spectrumof events. A component architecture also allows reuse ofco mponents across different environments.

We build Event-Processing Networks (EPNs) consist ing ofanynumber of Event-Processing Agents

(EPAs), namely event suppliers , event processors, and event consumers . EPNs are networks of communicat ing agents, where the communication topologyofthe network can var yat run time ( i.e., is dynamic). Figure 1 shows an overview over the three categories, with broad arrows indicat ing the

( logical) flow o fevents fromsupplier s through processors to co n sumers.

Event sources in our applicat ions are typicallymiddleware sniffers . The target systemmiddleware can be pure TCP/IP, CIDF (see exper iment below), or anymiddleware layer, etc.

T ypicalexamples for event processors are filters and maps . Filters pass on onlya subset oftheir i n - put, maps aggregate mult iple events in the input to output events thus generat ing events on a higher level ofabstraction. Any third partyevent processor can be inserted into an EPN allowing for the integrat ion with other approaches. Typical consumers are viewers like a graphicalviewer for pa r - tiallyordered sets ofevents, or a tabular viewer ofevent frequency. Another important consumer in the CIDF context is a responder (figure 1 ). Responders generate activit ies in the target systembased on events.

E v e n t S e r v i c e

A l g o r i t h m s , S t o r a g e , C o m m u n i c a t i o n

T a r g e t S y s t e m

P r o c e s s o r s

F i l t e r s , M a p s , C o n s t r a i n t s , . . .

C o n s u m e r s

R e s p o n d e r s ,

V i e w e r s , . . .

S u p p l i e r s

L o g g e r s , S n i f f e r s

I m p o r t , S i m u l a t o r s . . .

E v e n t R e p o s i t o r y

E v e n t C o n s u m e r s a n d S u p p l i e r s

E v e n t S e r v i c e

P r o c e s s o r

T e m p l a t e s

E v e n t S c h e m a

R e p o s i t o r y

C o n s u m e r

R e g i s t r y

W r i t e e v e n t s R e a d a n d w r i t e e v e n t s R e a d e v e n t s

Figure 1. Complex Event Processing (CEP)

EPNs are dynamic in that allEP As can be added and removed at run time. Newlyadded agents can ignore all previous events and just start with the current event at the time theyare added, or theycan tryto catch up allevents fro mthe beginning. As EPNs are distributed, EPAs can reside on machines distr ibuted across a network.

2.4. Event Processing In frast ructu re

The EPN is supported byan event service. The event service provides repositories for events and event schemas, templates for processors, and a consumer registr y. Event Schemas define the format ofevents forwarded bythe event service. The event repositorystores events. Processor templates are configurable templates that can be act ivated to filt er, aggregate, or otherwise process events.

The consumer registr ykeeps track ofwhich consumer is interested in which events.

Data needs to be stored persistently because agents maywant to access past events, even long after theyhave happened. Also the number ofobjects currently under considerat ion may easily exceed the size ofthe available main memor y, thus CEP requires some wayofstoring objects temporar ily to disk. CEP includes an event repositorythat keeps track ofallthe objects. New objects are written into the data store fromwhere agents and viewers read them. A co mmunicat ion service notifies other EPAs when new objects are added.

Events are processed on-line and are displayed to users as soon as theyare created, limited only by the speed ofthe under lying infrastructure. Network sniffers produce relevant events at rates oftho u - sands/minute or more. CEP supports these rates through efficient pattern matching algor ithms, di s - tribut ion and concurrency, and distr ibuted queryoptimization. Processed events are displayed in viewers shortlyafter the under lying events have been created bythe event source.

One ofthe future areas ofCEP development is event mining. In the context ofintrusion detection, event mining willsearch streamofGIDOs for previouslyunknown attack patterns to improve the added-value ofcorrelation

[15] .

3 The I ntr us ion Detection E xperime nt

Our exper iment br ings us to the world ofinfor mation war fare. We are part ofa project that tries to detect large-scale attacks to the nat ional infor mat ion infrastructure.

An intrusion correlator typicallyis one co mponent in a larger intrusion detection system. The

Commo n Intrusion Detection Framework (CIDF)

[16] defines an integration platfor mfor software applicat ions defending in infor mat ion war fare. Among the intrusion detectors that currently support

CIDF are Network Associate Inc´s Cybercop Scanner [1] , ISS RealSecure [2] , or SRI´s Emerald

[7] . A CIDF systemconsists ofanynumber ofdistributed, heterogeneous detectors , correlators , and responders . Theyall co mmunicate using the Commo n Intrusion Specification Language (CISL).

CISL defines GeneralI ntrusion Detection Objects (GIDOs) that contain infor mat ion about potential attacks and counteractions. Some ofthe ideas involved in CIDF have encouraged the creation ofan

Internet Engineer ing Task Force (IETF) working group, named the Intrusion Detection Working

Group [17] .

The CEP intrusion correlator receives attack notificat ion fro mdetectors using CIDF and per for ms further correlat ion to create added value by shar ing the results ofmult iple components. Figure 2 shows how CEP is integrated into the Common I ntrusion Detection Framework (CIDF). The framework includes middleware that provides secure transport ofGeneral Intrusion Detection O b - jects (GIDOs). These GIDOs are formulated in the Commo n Intrusion Specificat ion Language

(CISL). The middleware and the language provide a mechanism for components to communicate

(shown as thick arrows). The main co mponents in the framework are detectors and correlators. D e - tectors monitor a part ofthe infor mat ion infrastructure (network in figure 2 ), such as a

(sub ) network, a host, or the middleware. Correlators invest igate the output for severalpurposes like reduction of false alar mor detection oflarge-scale attack pattern that invo lve simultaneous attacks to mult iple parts ofthe target system. In the fo llowing attack is used for a single act ion detected by a detector and represented as a GIDO, attack pattern is used for a group ofcorrelated attacks.

CEP/CIDF integration starts with a Log agent that listens to CIDF traffic and intercepts relevant

GIDOs. Each GIDOs is then translated into an event in the CEP internalfor mat ( Level 0 events).

In figure 2, these level0 events are stored to disk for later analys is. Theyare also displayed to the user in a viewer , in this case the CIDF Traffic Viewer . The level0 events are also the basis for a first event-processing agent, called Extract . Because CEP has been optimized for strongly structured events, and CIDF events have a ver yflexible structure, we extract relevant infor mat ion fro mthe level0 events and create another layer ofevents with a r igid structure ( level 1 ). These events are then used as input for several other event-processing agents that maybe built on top of each other as shown in figure 2 ( Correlate, Prioritize ).

C o m m o n I n t r u s t i o n D e t e c t i o n F r a m e w o r k ( C I D F )

S t a n f o r d C o m p l e x E v e n t P r o c e s s i n g ( C E P ) C o r r e l a t o r

E x t r a c t

- o p t i m i z e f o r C E P

C I D F

T r a f f i c

V i e w e r

N e t w o r k

H o s t

D e t e c t o r

D a t a S t o r a g e

L e v e l 1 :

C E P i n t r u s i o n e v e n t s

P r i o r i t i z e

- r e d u c e f a l s e a l a r m s

N e t w o r k

D e t e c t o r

H o s t

D e t e c t o r C I D F

T r a f f i c

V i e w e r

P r i o r i t i z e d

E v e n t s

C I D F

S i n k

L o g

C I D F

C o r r e l a t o r

C I D F T r a f f i c F l o w : G I D O s i n C I S L C I D F T r a f f i c F l o w : G I D O s i n C E P

L e v e l 3 :

P r i o r i t i z e d E v e n t s

C I D F

S i n k

L e v e l 2 :

C o r r e l a t e d E v e n t s

L e v e l 0 :

C E P e v e n t s e q u i v a l e n t t o C I S L G I D O s

e . g . E M E R A L D

B S M , C y b e r C o p

e . g . N e t R a d a r ,

R e a l S e c u r e T r a n s l a t e s C I D F / C I S L e v e n t s i n t o C E P i n t e r n a l f o r m a t ( e v e n t s ) e . g . D i s c o v e r y ,

E M E R A L D

C o r r e l a t o r

E v e n t P r o c e s s i n g

A g e n t s E v e n t V i e w e r s

T r a n s l a t e s C E P i n t e r n a l f o r m a t t o

C I D F / C I S L e v e n t s

C o r r e l a t e

- d e t e c t r e l a t e d a t t a c k s

- r e m o v e d u p l i c a t e s

C o r r e l a t e d

E v e n t s

Figure 2. CIDF-CEP Integration

The logger, the event-processing agents, the viewers, and their connect ions as displayed in figure 2 build a small event-processing network (EPN).

In the fo llowing we look at a typical attack patterns going fromnetwork-probe to penetration ofa host to gaining root-access. We set up an EPN that should alert us ofsuch attack patterns as they happen. Figure 3 shows a screenshot ofour management applicat ion RapNet displaying the EPN used for the fo llowing on the top right. RapNet lets you configure individualagents and networks ofagents. Networks can be saved, edited, loaded, started, and stopped fro mwithin RapNet . The

Operators paneldisplays the librar yo favailable agent templates as a hierarchy, grouped into

Inputs (producers), Maps and Filters (processors), and Outputs (consumer s). The maps group is currently expanded, and shows the five map agents available in the librar y. Two more e n - tries contain Connections and drawing elements ( Decoration ) for documentat ion purposes.

The agents in the librar ycan be instant iated bydragging themover to the drawing panelat the right.

The drawing panelcurrent lyshows the EPN consist ing ofa logger, four maps (their graphicalre p - resentation is a box wit h a missing corner), and four viewers. The output ofthe logger is fed into a fir st map ( Extract ) the output ofwhich is fed into three more maps and one viewer. The output ofthe three second levelmaps is fed into a viewer each.

The remaining four windows in figure 3 are alltabular viewers. Theycorrespond to the four boxes onthe far r ight ofthe RapNet window. The bottomr ight window shows the GIDOs fro mthe extract agent. It corresponds to the lowest viewer element in the EPN displayed above. This viewer shows

GIDOs in our internal for mat (some false posit ives have already been filtered out inside the extract agent). The top left window displays the output ofthe top map in the EPN. It shows ongoing attack patterns in different stages ofescalation. In this window, each ongoing attack pattern is displayed as a separate line. The second line shows an alert about unusualact ivit yon one host. CEP assumes this attack is part ofa bigger attack pattern, however, no penetration attacks to this host have been o b - served so far. Thus CEP suspects undetected penetration attacks. The two viewer s on the bottom show a t tacks grouped byattack IDor the source IP number ofthe attack.

Figure 4 shows a toolthat lets you review the historyofcorrelated data. The window on the top r ight is again a controlwindow that manages the other windows. The other two windows are tabular viewers, the upper one displaying the escalat ion events and the lower one the GIDOs fro mthe e x - tract agent. Theydisplay the same data as the top left and bottomr ight viewers in figure 3 . Ho w - ever, in figure 3 each line represented an ongoing attack pattern and was updated on ever ynew a t - tack observed. The viewers in figure 4 displa yone attack per line, thus an attack pattern is vis ible over mult iple lines.

We now want to invest igate the fir st escalat ion that is found byour escalat ion map. It is an attack pattern coming fro ma host with IP number 134.52.160.125. This escalat ion corresponds to the fourth line in the top left window offigure 3 . In figure 4 , it is event 11 in the upper viewer. In figure

3 , the attack pattern has proceeded further in time, thus the line reads Repeated penetration attack . At the time displayed in figure 4 , the message tells us that a fir st penetration attack from

IP number 134.52.160.125 was just observed. The message contains ESCALATION , because so far we onlyobserved network probes which are considered less har mful. All GIDOs that are correlated to the escalat ion event selected in the top viewer are automat ically selected in the bottomviewer.

We can see that before the penetration there was a SATAN scan fro mthis machine, and then two

IMAP buffer attacks. This mechanismallows us to quicklyview an attack pattern over several levels o fa b straction hierarchies.

A few more things to note: The second column in the lower window displays the detector that o b - served an attack. In our example, two detectors were involved (IP numbers ending wit h 114 and

163 ). In this example CEP does not know the names ofthese detectors and displays <unknown> .

For StackGuard it knows the name, and also displays it (event 9 in the bottomviewer). The e s - calat ion viewer displays the highest state ofattack patterns in the 5 th column. In the example above, this is only Penetration . More serious are the ones labelled Root , as these attackers succes s - fully penetrated a machine and are working on getting root access .

4 Performance Experime nts

The event rate in the CIDF exper iment was only a few events a second. In another exper iment we have to dealwith much higher data rates. In one particular instance, we used a 31957-record log file produced bya CISCO NetFlow FlowCo llector running on the Stanford Network ( SUNet) gateway.

The FlowCo llector logged traffic over a ten minute time inter valand aggregated it into a log file In this exper iment our correlator watches network traffic and correlat ion is used to build a higher level view ofthe network traffic and also to detect suspicious activit ylike the detectors in the CIDF e x - per iment. This log file was processed as fo llows:

· A logger produced imported the file wit h 31957 events within 1 minute ofwall-clock t ime. It consumed log file records at an average rate of500 records/second and generated events at the rateof500 events/second.

· A filter applied to the output ofthe logger to filter out mail, web, DNS, and Auth traffic and passed 16888 events. This application took 2 minutes, 45 seconds ofwall-clo ck time to run . It processed events at an average rate of200 events/second and passed on events at an average rate of100 events/second (as on average onlyever y second event got passed through).

· A map applied to the output ofthe filter produced an output containing 3288 events . This appl i - cation took 6 minutes, 15 seconds to run and processed events at a rate of45 events/minute and generated events at an average rate of9 events/second. In other words, this map reduced the i n - put streamby a factor ofabout 20%.

The totaltime taken for allprocessing steps to be completed was 10 minutes. Thus a log file co n - taining 10 minutes worth oftraffic data was processed in 10 minutes. Since the var ious processing agents can be run concurrent lywit hin one EPN, the totalprocessing time can be reduced to the total time taken by the map. We are constantly improving the infrastructure to increase throughput. Also, in all our exper iments so far perfor mance is CPU bound. This indicates that faster (or mult iple) processors will increase our performance.

In other, scale related exper iments, we run EPNs with up to millio ns ofevents with no decline in throughput. We are also actively looking for industrypartners for further exper iments.

5 Related Wor k

CEP is not intended as a replacement to other intrusion detection tools but rather as a compleme n - tarycorrelator that combines the output ofmult iple tools to produce better results. Tools like E M -

ERALD [7] already have slots available to plug in future and third partyanalysis engines. [18] .

EMERALD and its predecessor at SRI (IDES, NIDES) date back to 1992 [19] . Theymost ly pe r - for mstatist icalanalyses ofevents. Signature analysis and the integration ofan expert systemadded addit ionalcorrelat ion capabilit ies. This makes EMERALD more advanced than co mmercialsy s - tems that basically support onlysimple signature analys is, but the full context ofevents is not yet a part ofthe correlation. In fact, the overallarchitecture ofEMERALD is ver ysimilar to our own a r - chitecture as it supports distr ibuted components that work together to performcorrelat ion. Using

CIDF as descr ibed in the example above EMERALD and CEP components can easilyexchange events.

The Purdue Universit yCOAST project approached intrusion detection with pattern matching based on colored PetriNets [20] . Apparent ly, onlya small prototype has been implemented, and perfor m - ance results are missing [21] . Kumar and Spafford recognized that ^the sheer rate at which data is generated~ is the most dominant problem, the need for partialorders to modelconcurrency, online processing, and dynamic patterns (i.e. patterns can be changed at run time). COAST intrusion si g - natures (i. e. event patterns) are represented as PetriNets. Transit ions are associated with the type of events in the pattern. The inco ming events trigger tokens to flow through the net. Events in the mi d - dle ofthe net represent partial matches ofpatterns. The main problemo fthis approach is that partial matches are kept around forever. Also, some patterns representing repet ition o fevents are hard to implement in PetriNets. Last but not least, COAST PetriNets are based on temporalrelat ions b e - tween events only , they do not modelcausalit y.

P-BEST [22] , Wisdo mand Sense [23] and NADIR [24] are examples ofintrusion detection systems that emplo yrule-based analysis.

A number ofcommercialproducts are also available. Due to the proprietar ynature ofthese systems, it is difficult to understand how their correlat ion engines work. Kane Secur it y Monotor (KSM) checks the secur it ylog files on ser vers and workstations being monitored for certain act ivit ies and patterns. KSM analyses these using its SHADOWARE artificialintelligence engine, and determines which events are normal, and which are attempts to breach the systems secur it y. As with allco m - mercialproducts, infor mat ion about the capabilit ies o fthe correlators is hard to find. Event Orche s - trar [25] is the current Network Associates, Inc. correlator. However, as for most products at this stage, the focus is on interoperation with alltheir tools.

The Open View correlation ser vice as descr ibed in

[26] is limited to simple filter ing and aggreg a - tion. SMART correlat ion booksis restricted to simple event correlat ion

[27] . The correlat ion is not done byan EPN, but rather bysingle process based on a pre-compiled table of correlations. None of themsupport context-based correlat ion. Also, both

[26] and

[27] are focused on network manag e - ment events, while CEP is applicable to anydo main.

Intrusion Detectors like RealSecure [2] , NetRanger [6] , or [4] are stronglyfocused on intrusion d e - tection on the packet level. They do not performcomplex correlation and produce large amount of alar ms. However, their output makes a great input for CEP.

6 Future Directions

Future direct ions are split into two directions: I mple mentation and theory. We are constantly i m - proving throughput using engineer ing methods. Currently we are working on better support for concurrency so EPNs can be more efficient ly distributed.

Regarding correlat ion theory, we are developping new pattern languages tailored to specific d o - main. For now, we used an exist ing pattern language for the intrusion domain. Our current language does not support statist icalanalysis ver ywell. We plan to introduce support for simple statist ics, like counting events that fit a certain signature.

We are also planning to make EPNs self- modifying by creat ing specialagents that can modify other agents and create new agents to improve correlat ion. As an example, complex and time consuming agents may be turned on and offbyother agents only when needed. We need to improve our the o - reticalfoundat ions to be able to modelsuch self- modificat ion. Also, event patters are often not a pr ioriknown. Event mining allows automat ic detection ofnew patterns, irregular it ies, divergences, and discont inuit ies on- line

[15] . Event mining dist inguishes itself fro mdata mining (e.g.

[28] ) bythe complexit yo fthe under lying data (posets, vs relat ional tables as often the case in data mining) and bythe time constraints (constant on average per new event).

7 References

1. Network Associates Inc., CyberCop Scanner. 1999. <http://www.nai.co m/>.

2. Internet Securit yS ystems, RealSecure . 1999. <http://www.iss.net/>.

3. Secur it yDynamics Inc., Kane Security Monitor. 1999.

<http://www.secur it ydynamics.co m/>.

4. AXENT, NetProwler . 1999. <http://www.axent.com/>.

5. Net Flight Recorder Inc., Net Flight Recorder. 1999. <http://www.nfr.net/>.

6. CISCO, NetRanger . 1999.

7. SRI, Emerald. 1999. <http://www.sdl.sr i.co m/emerald/>.

8. Pratt, V.R., Modeling concurrency with partial orders. Int. J. ofParallelProgramming,

1986. 15(1): p. 33-71.

9. Fidge , C.J. , Timestamps in message-passing systems that preserve the partial ordering.

Australian Co mputer Science Communicat ions, 1988. 10(1): p. 55-66.

10. Mattern , F. Virtual Time and Global States of Distributed Systems . in Parallel and Distri b - uted Algorithms . 1988: Elsevier Science Publishers.

11. Meldal , S., S. Sankar , and J. Vera. Exploiting Locality in Maintaining Potential Causality . in

10th ACM Symposium on the Principles of Distributed Computing . 1991. New York, New

York: ACM Press. p. 231-239.

12. Vera, J., L. Perrochon, and D.C. Luckham . Event Based Execution Architectures for D y - namic Software Systems . in TC2 First Working IFIP Conference on Software Architecture

(WICSA1) . 1999. San Antonio, Texas, USA: Kluwer. p. 303-317.

13. RAPIDE, Rapide 1.0 Pattern Language Reference Manual . . Stanford Universit y. 1997.

<http://pavg.stanford.edu/>.

14. Luckham, D.C. and B. Frasca, Complex Event Processing in Distributed Systems. Co mputer

S ystems LaboratoryTechnicalReport CSL-TR-98-754. Stanford Universit y. 1998.

<http://pavg.stanford.edu/cep/>.

15. Perrochon, L., et al. Event Mining with Event Processing Networks . in The Third Pacific-

Asia Conference on Knowledge Discovery and Data Mining (PAKDD-99) . 1999. Beijing,

China: Spr inger. p. 474-478. <http://www.perrochon.com/>.

16. Kahn, C., et al. , A Common Intrusion Detection Framework (CIDF) . . . 1999.

17. IDWG, IETF Intrusion Detection Working Group , . 1999, Internet Engineer ing Task Force

(IETF). <http://www.iet f.org/html.charters/idwg-charter.html>.

18. Porras , P.A. and P.G. Neumann . EMERALD: Event Monitoring Enabling Responses to

Anomalous Live Disturbances . in Nineteenth National Computer Security Conference . 1997.

Balt imore, Mar yland. p. 353-365.

19. Lunt , T.F., et al. , A Real-Time Intrusion-Detection Expert System (IDES). Technical Report .

Computer Science LaboratorySRI Internat ional. 1992.

20. Kumar, S. and E.H. Spafford , An Application of Pattern Matching in Intrusion Detection.

Technical Report CSD-TR-94-013. Departement ofComputer Science, Purdue Universit y.

1994.

21. Kumar, S. and E.H. Spafford , A Software Architecture to support Misuse Intrusion Dete c - tion. TechnicalReport CSD-TR-95-009. Departement ofComputer Science, Purdue Unive r - sit y. 1995.

22. Lindqvist , U. and P.A. Porras . Detecting Computer and Network Misuse Through the Pr o - duction-Based Expert System Toolset (P-BEST) . in 1999 IEEE Symposium on Security and

Privacy . 1999. Oakland, California: IEEE Computer Societ yPress.

23. Vaccaro , H.S. and G.E. Liepins . Detection of anomalous computer session activity . in 1989

IEEE Symposium on Security and Privacy . 1989. Oakland, Califor nia: IEEE Computer S o - ciet yPress. p. 280-289.

24. Jackson, K. A., D.H. DuBois , and C. A. Stallings . An Expert System Applicationfor Network

Intrusion Detection . in 14th National Computer Security Conference . 1991. Washington,

DC: NationalI nstitute ofStandards and Techno logy/Nat ional Co mputer Securit yCenter. p.

215-225.

25. Network As sociates Inc., Event Orchestrator. 1999. <http://www.nai.com/>.

26. Sheers, K.R., HP OpenViewEvent Correlation Services. Hewlett-Packard Journal,

1996(October).

27. Yemini , S., et al. , High Speed &Robust Event Correlation. Technical Report . SystemMa n - agement Arts (SMARTS). 1996.

28. P iatetsky-S hapiro, G. and W.J. Frawley, eds. Knowledge Discovery in Databases . . 1991,

AAAI Press / The MIT Press.

Note: The next two pages should pr int figures 3 and 4. Theymaytake some t ime to print as they contain raster data.

Figure 3. Screenshot ofCEP running on CIDF data.

Figure 4. Screenshot ofCIDF data analys is wit h CEP